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Abstract

We propose a simple approach to the detection of automatically generated texts. A pre-trained language model,
fine-tuned on the shared task’s dataset, achieved 3rd place on the binary task leaderboard with 82.6% accuracy. In
the multi-task leaderboard, the language model achieved an F1 score of 64.5% after being fine-tuned with the same
procedure. In order to investigate the weaknesses of this approach, we explore two possible attacks on the detector:
selecting from language model outputs and directed beam search. These attacks reduce the likelihood of detecting
the generated texts without significant loss in quality. Both attacks do not require retraining the generative model
and are applied at inference time.
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AmnnoTramus

Mps1 npejiaraemM IpocToii MOAX0/ K OOHAPYKEHUIO ABTOMATUYECKN CreHEPUPOBAHHBIX TEKCTOB. [1o-
ciie 1000ydeHnsI Ha JTaHHBIX COPEBHOBAHMWs, IIPEJOOYIEHHAs sI3bIKOBasi MOJIEIb 3aHsa 3 MeCcTo B 6u-
HapHOH KyraccuduKanuu ¢ To9HOCTEIO 82.6%. B 3a1a1e MHOYKECTBEHHOM KaccuduKaIym, aHAJIOTTIHAS
Mogzenb pocruriia 64.5% 1o merpuke F1 (takske 3 mecro). V3y4dast ciiabble CTOPOHBI TAKOTO MOAXO0/A, MBI
paccMaTpuBaeM JBa TUIA aTaK: BLIOOPKA U3 CreHEPUPOBAHHBIX S3BIKOBON MOJIEIBIO TEKCTOB U HAIIPAB-
JIEHHBII JIyI€BO MMOMCK. DTU aTaK! CHUXKAIOT BEPOSITHOCTH OOHAPYKEHUsI CTeHEPUPOBAHHBIX TEKCTOB
6e3 cymiecTBeHHON moTepu ux KadecrBa. Obe araku He TpeOyIOT epeobydeHus reHepaTUBHON MOeu,
BHEJIPSIIOTCSI Ha 9TAIE WCIOJIHEHUS.

KroueBsie cioBa: 06HApY KeHIE CTeHEPUPOBAHHOTO TEKCTa, KJIACCH(MUKAINS TEKCTOB, IPEI00Y IeH-
HbIE SI3BIKOBBIE MOJIEJIN

1 Introduction

Large language models are capable of generating high-quality coherent texts. However, they can be
used to generate fake news or product reviews. The shared task (Shamardina et al., 2022) is focused on
detecting Russian texts that were created with large language models, distinguishing them from human-
written ones. One of the tracks is binary classification: identifying whether a text was written by a human
or a language model. Another track (multi classification) is to find which model was used to generate the
text.

Humans cannot easily solve this problem. The longer the text is, the easier it is to identify the source.
Most language models work with limited context, which causes them to lose coherence if a long text is
produced. The dataset in the shared task includes short texts (one sentence long) which makes the task
challenging.
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Our approach is straightforward: fine-tuning a large pre-trained language model with a sentence clas-
sification head. We release the source code for training the models and the models’ weights!.

Additionally, we analyze the weaknesses of the proposed model. We explore two methods of gen-
erating texts that are less likely to be detected: selecting one of the language model’s outputs with a
discriminator model, and adversarial beam search driven by a discriminator model. While the unmodi-
fied language model’s output is detected in 65% cases, these methods produce texts that are detected in
55% and 42% cases respectively. We are not publishing the code for the attacks.

2 Related work

(Gehrmann et al., 2019) use BERT and GPT models to identify top-k rank of each word in the text;
generated texts consist of words with lower ranks, and human-generated texts include a high fraction of
high-ranked words.

(Uchendu et al., 2020) apply neural models built on RNN and CNN as well as fine-tuned RoBERTa in
the settings that are related to both binary and multi tracks of the shared task.

(Ippolito et al., 2020) show that humans and machines use different approaches to identify generated
text. The authors show that common decoding strategies introduce statistical features that can be used
by automatic systems.

(Pillutla et al., 2021) introduce a comparison measure to compare the distributions of human-written
and machine-generated texts, using divergence frontiers.

(Scialom et al., 2020) use guided decoding with a discriminator to generate human-like texts in ab-
stractive summarization task.

3 Datasets

3.1 Binary track

There are 129,065 samples in the training set, 21,511 samples in the validation set and 64,533 samples
in the test set. In the training set, the length of the samples varies from 1 to 376 words, mean length 31
words, 75% of samples have no more than 22 words. 64,535 samples in the training set belong to class H
(human-written) and 64,531 samples belong to class M (machine-written). The statistics for both classes
are not very different. The dataset is balanced. Examples of the texts are displayed in Table 1.

Tabusmma 1: Dataset examples

Sentence Binary class Multi class
HuxkTo Hu pa3y ne HaBecTHs MeHs B OOJIbHUIIE M OPUS-MT
Ilox mMonacThIpeM, Ha caMOil BepXyIKe CKaJIbl, OOHAPY KU M ruGPT3-Large
mouatu 200 IpeBHUX apXeoJIOTMYEeCKUX HaXOMO0K.

Ha jmutio u pyku cajnics TsIzKeJbli U JTUNKUHT TyMaH. H Human
OHUE YeM-TO KOPMUJIKCH Ha 3eMJI€ M TOJIBKO B CJIydae TPeBOrn H Human

B3JieTa/Id Ha J€PEBbA.

3.2 Multi track

As we can see in Table 2, Human class is the largest. The classes of language models are not balanced,
for example OPUS-MT has 7 times more samples than ruT5-Large. Average word count also differs
between the models: average sample from ruGPT3-small has 71 word, and average M-BARTS50 sample
has only 10 words. Examples of the texts are displayed in Table 1.

"https://github.com/orzhan/ruatd
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Table 2: Value counts in the training part of Multi track dataset

Class Count | Percentage | Average word count
Human 51150 | 39.63% 35.43
OPUS-MT 12087 9.36% 9.95
M-BARTS50 11913 9.23% 9.67
M2M-100 10817 8.38% 9.87
ruGPT3-Large 9870 7.64% 53.70
ruGPT3-Medium 7020 5.44% 68.42
ruGPT3-Small 6930 5.37% 71.06
mT5-Large 4860 3.77% 12.49
mT5-Small 2940 2.28% 10.52
ruT5-Base 2640 2.05% 32.05
M-BART 2510 1.94% 29.40
ruGPT2-Large 2370 1.84% 14.19
ruT5-Base-Multitask | 2219 1.72% 11.59
ruT5-Large 1740 1.35% 16.21
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Figure 1: Learning rate of the binary model.

4 Classification model description

We used pre-trained language model sberbank-ai/ruRoberta-large? based on (Liu et al., 2019). This
model scores high on the Russian SuperGLUE leaderboard (Shavrina et al., 2020), indicating its strong
capabilities in various tasks. We directly fine-tune the model with a classification head on the training
part of the dataset without any pre-processing. For the experiments, we set the learning rate to a relatively
small value 1 x 1075 and use weight decay 0.01 and label smoothing factor 0.1. For binary classification,
we picked the model from epoch 2, which had the best evaluation accuracy; for multi classification, we
also chose the model from epoch 2, with the best evaluation F1 score. For the experiments, we used an
implementation by HuggingFace Transformers (Wolf et al., 2019).
The learning rate chart is shown on Figure 1. The accuracy chart is shown on Figure 2.

5 Attacks on the classification model

We explore an imaginary situation when the classification model is used to filter out malicious texts, and
the attacker knows about it; however, the attacker does not have access to the model and the data that was
used to train the model. The attacker collects another dataset of human-written and machine-generated

“https://huggingface.co/sberbank-ai/ruRoberta-large
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Figure 2: Accuracy of the binary model.

texts. The attacker already has some generative model and is going to use it to produce the texts. To
reduce the percentage of rejected texts, the attacker trains some discriminator model and uses it to direct
their generative model.

For the purpose of evaluating the attack methods, we used RuSimpleSentEval task (Sakhovskiy et al.,
2021) from Dialogue Evaluation 2021. This text-to-text task requires to write a simplified version of a
Russian sentence. The target metric is SARI (Xu et al., 2016) (generated text is compared to several
human-written reference sentences). We calculate attack success rate as percentage of the generated sen-
tences that were falsely identified as human-written by the main classification model. First, we generate
simplifications with fine-tuned ruGPT3 by (Orzhenovskii, 2021) and calculate SARI metric on the public
test part of RuSimpleSentEval dataset.

For both attacks we use the same discriminator model, which is based on rubert-tiny23. To classify
unfinished sentences, we augment the dataset with partial sentences, making 160,000 samples out of
20,000 from the validation set. This small discriminator model is further used to score the generative
language model’s outputs.

In the first attack (scoring), we produce several outputs from the generative model using nucleus
sampling (Holtzman et al., 2019) and calculate the class probabilities with the discriminator model. The
output with the highest human-class probability is selected.

In the second attack (beam search), we use beam search with one modification. Following (Scialom
et al., 2020), on each step of the beam search algorithm, we add discriminator model’s log-probability
Sais(7) to the generator’s log-probability Sge,(y) of the partial sequence g, so that beams that look
machine-generated are less likely to be selected.

SDAS(?)) = Sdzs(g) + a X Sgen(?))

where o > 0 is a weighting factor.

The process is repeated until end-of-sentence token is generated. This method slow, because we have
to run inference of the discriminator model N times per token. In our experiments, we used o = 1 and
N = 10 beams.

6 Results and analysis

6.1 Binary classification model

The binary model scored 0.82629 on the private leaderboard (3rd) which is close to the validation score
of 0.83054. These numbers are far behind the results from (Uchendu et al., 2020) where RoOBERTa-

3https://huggingface.co/cointegrated/rubert-tiny2
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tuned scored 0.9702 in the same binary setting; the difference can be attributed to significantly longer
texts (average word count was 432 against 31 in RuATD shared task).

Analysis of the validation results indicates positive correlation 0.177 between word count and results.
Longer texts are easier to classify, as expected. See Table 3.

Table 3: Binary model: accuracy and text length

Number of words | Number of samples | Accuracy
1t09 6208 0.759
10to 13 4238 0.785
14 to 22 5738 0.811
23 and more 5324 0.952

6.2 Multi classification model

The multi model achieved 0.64573 on the private leaderboard (3rd). This value is close to the validation
score of 0.64427.

F1 score is highest for Human (the largest class), ruT5-Base, and ruGPT3-Small (Table 4). In the
dataset, the samples from these classes were longer (30+ words), which could help in their identification.
Another possibility is that the base model ruROBERTa-large has been trained a dataset that overlaps with
the training data of ruT5 and ruGPT3 models, which improves the score.

The confusion matrix (Figure 3) indicates that certain models are more difficult to distinguish. Inter-
estingly, different sizes of the same model (like ruGPT3-small and ruGPT3-medium, or ruT5-base and
ruT5-large) that have been trained on the same data, can be separated by the classifier.

Models OPUS-MT, ruGPT3-small, ruGPT3-medium, ruGPT3-large, ruT5-base, M-BART are the
easiest to distinguish from human. Models M2M-100 and ruGPT2-large which had the shortest samples
in the dataset, were the most difficult to identify.

Table 4: Classification report for Multi model

precision | recall | fl-score | support
Human 0.81 0.90 0.85 8524
M-BART 0.69 0.53 0.60 418
M-BARTS50 0.56 0.39 0.46 1986
M2M-100 0.36 0.23 0.28 1804
OPUS-MT 0.36 0.64 0.46 2014
mT5-Large 0.37 0.22 0.27 810
mT5-Small 0.61 0.43 0.50 490
ruGPT2-Large 0.67 0.63 0.65 395
ruGPT3-Large 0.63 0.59 0.61 1645
ruGPT3-Medium 0.72 0.56 0.63 1170
ruGPT3-Small 0.66 0.72 0.69 1155
ruT5-Base 0.66 0.79 0.72 440
ruT5-Base-Multitask 0.48 0.22 0.30 370
ruT5-Large 0.37 0.09 0.14 290

6.3 Attacks

We evaluate our approaches based on two metrics: SARI (the target metric of the text generation task,
higher is better) and attack success rate (higher is better).

The unmodified model achieved SARI 39.06, and only 35% of samples were not detected by the binary
classification model. Scoring attack using discriminator model with the best parameters achieved SARI
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Figure 3: Confusion matrix for the multi model.

38.27, and 46% samples successfully escaped detection. By modifying the number of generated samples
before scoring, we can trade-off between increasing SARI and detection rate.

Beam search attack was able to achieve SARI 38.61, and 56% samples were not identified as machine-
generated. See Figure 4.

Examples of original and adversarial samples are shown in Table 5. Binary class is predicted by the
Binary model. Adversarial beam search sometimes produces longer sentences compared to the original
model. This may be the cause of reduced SARI score, however some of the sentences are more fluent
and are not detected as machine-generated.

7 Conclusion

With our simple approach, we are able to achieve high accuracy on the leaderboard. However,
it does not indicate practical applicability. For shorter texts, the model’s accuracy is as low as
75%. The future development of large language models will make this task even more challenging.
Additionally, adversarial generation can fool some models of automatic classification. Ensemble-
based models or statistical methods may be more resistant to such attacks.

References

Sebastian Gehrmann, Hendrik Strobelt, and Alexander M. Rush. 2019. Gltr: Statistical detection and
visualization of generated text.

Ari Holtzman, Jan Buys, Li Du, Maxwell Forbes, and Yejin Choi. 2019. The curious case of neural text
degeneration.



Detecting Auto-generated Texts with Language Model and Attacking the Detector

= e Original
0.55 Scoring
o m Beam search
© 0.50
[7p]
(7]
(0]
2t
S 0.45
[72]
~
Q
8
< 0.40
0.35 °®
38.0 38.2 38.4 38.6 38.8 39.0

SARI

Figure 4: Attack success rate and SARI score for different attack methods.

Daphne Ippolito, Daniel Duckworth, Chris Callison-Burch, and Douglas Eck. 2020. Automatic detection
of generated text is easiest when humans are fooled. P 1808-1822, 01.

Yinhan Liu, Myle Ott, Naman Goyal, Jingfei Du, Mandar Joshi, Danqi Chen, Omer Levy, Mike Lewis,
Luke Zettlemoyer, and Veselin Stoyanov. 2019. Roberta: A robustly optimized BERT pretraining
approach. CoRR, abs/1907.11692.

Mikhail Orzhenovskii. 2021. Rusimscore: unsupervised scoring function for russian sentence simplification
quality. // Proceedings of the international conference Dialogue 2021.

Krishna Pillutla, Swabha Swayamdipta, Rowan Zellers, John Thickstun, Sean Welleck, Yejin Choi, and
Zaid Harchaoui. 2021. Mauve: Measuring the gap between neural text and human text using divergence
frontiers.

Andrey Sakhovskiy, Alexandra Izhevskaya, Alena Pestova, Elena Tutubalina, Valentin Malykh, Ivan
Smurov, and Ekaterina Artemova. 2021. Rusimplesenteval-2021 shared task: Evaluating sentence
simplification. // Proceedings of the international conference Dialogue 2021.

Thomas Scialom, Paul-Alexis Dray, Sylvain Lamprier, Benjamin Piwowarski, and Jacopo Staiano. 2020.
Discriminative adversarial search for abstractive summarization.

Tatiana Shamardina, Vladislav Mikhailov, Daniil Chernianskii, Alena Fenogenova, Marat Saidov,
Anastasiya Valeeva, Tatiana Shavrina, Ivan Smurov, Elena Tutubalina, and Ekaterina Artemova.
2022. Findings of the The RuATD Shared Task 2022 on Artificial Text Detection in Russian. //
Computational Linguistics and Intellectual Technologies: Papers from the Annual Conference Dialogue,
volume 21, P xxx—xxx.

Tatiana Shavrina, Alena Fenogenova, Anton Emelyanov, Denis Shevelev, Ekaterina Artemova, Valentin
Malykh, Vladislav Mikhailov, Maria Tikhonova, Andrey Chertok, and Andrey Evlampiev. 2020.
Russiansuperglue: A russian language understanding evaluation benchmark. arXiw preprint
arXiv:2010.15925.

Adaku Uchendu, Thai Le, Kai Shu, and Dongwon Lee. 2020. Authorship attribution for neural
text generation. // Proceedings of the 2020 Conference on Empirical Methods in Natural Language
Processing (EMNLP), P 8384-8395, Online, November. Association for Computational Linguistics.



Orzhenovskii M. V.

Tabmuma 5: Generated text examples

OTJINIAETCA OT 3€MHOM MOYBBI.

Sentence Model Binary class
Cenar CIIA nocTraHoBujI, 4TO 3aKOHBI IITATOB 3AIPEIIAIOT Original M
KOMIIAHUSIM TIJIATUTD 33 [0JIb30BAHNE WHTEPHETOM.

Cenar CIIIA mpumsm 3aK0H, 3ampeniaonuii BiacTsM mra- | Beam search H
TOB U MECTHBIM aJMUHUCTPAIUAM B3UMaTb HaJIOTU C IIOJIb-

zoBareseit UaTepHeTa.

AHDIUiicKuil 361K OBLT SI3BIKOM B PAHHEM CPEIHEBEKOBBE. Original M
AHDIUHCKUH SI3BIK - 9TO s13bIK, HA KOTOPOM TOBOPHUJIN B paH- | Beam search M
HEM CpeJIHEeBEKOBbe B bpuranuu.

o ckazasi, 4To OpUTAHCKYIO Pedb MOXKHO HA3BaTb JIHIIE- Original M
MEpUSIMU.

Honn ckaszaj, 9To OpuTaHCKasl pedb - nmpuMep JjuieMmepus. | Beam search M
On Beromumi coboitust B Upnanuu, a takxke B Vnun.

AHaym3 TpyHTa, KOTOPBIHA JTOCTABUI ATOJIOH, JTajl TIOHSTH, Original H
9TO JIyHHad MMOYBa 110 COCTaBy OTJIMYaeTCdA OT 3€eMHOII.

AHaJju3 JIYHHOTO TPYHTa IIOKA3aJI, UTO OH II0 cOCTaBy cujbHO | Beam search H
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